HINOP Texuomorus 9 kiacc

Bcepocculickas onuMnuaaa mMKOJIbHUKOB IO TEXHOJIOTHH
IIKOJBHBIN dTal

«HUnghopmayuonnasn dezonacnocmoy
2023- 2024 y4ebnblii TOT
TecToBbIe 3amaHus

Obwasn uacmo
1. BunmmnTe npomnyuieHHoe cJioBo. (2 6ania)

9TO COBOKYITHOCTb Fpa(1)I/I‘ICCKI/IX U TCEKCTOBBIX IOKYMCHTOB, C

MOMOIIBIO KOTOPBIX OIMPEACIIAOT BUJ, pasMEpPbl U APYTHUC ITAPAMCTPhI 6ynymer0 U3ACTIU.

OTtBeT:

2. PacmosiokuTe TEXHOJIOTHH B MOPsiAKe UX nosiBIeHusi. OTBET 3aNUIINTE MOCJIEI0BATEIHbHOCTHIO
OyKB, HapuMep: «adBr». (2 6anna)

a) Ja3epHas pe3ka

0) JIEKTPUUECKasl lyroBas cBapKa
B) TOKAPHO-BUHTOPE3HBIE CTAHKH
r) MapTEHOBCKHE €YU

OrtBer:

3. Ykaxure GyKBY NPaBUJIbHOIO OTBeTa. (2 Hasia)
Kaxoit pazmep Ha npecTaBIEHHOM YepPTEkKe SBISCTCS JTUITHUM?
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a) 10 r) 25 x) 40
6) 20 1) 30 3) 100
B) 020 e) R30 n) 120

OTtBeT:

4. W3 npenio;KeHHOTO NepevyHs BbIOepUTe 00bEeKThI, OTHOCSIHECS K TexHochepe (2 6ana)
a) SJIEKTPOCTAHITUS

0) peka

B) KOMITBIOTED

T) 1epeBo0oOpadaTHIBAIOIINN CTAHOK

1) IIBETHUK

OrtBer:




5. BepHo JH YyTBep:KlAeHHe, 4YTO KOHAYKTOP — 3T0 mnpodeccusi, oTHocsmasics K cdepe
HeMaTepHaJIbHOI0 MPOU3BOJACTBA. YKAKHTE BEePHBIii oTBeT. (2 6ajia)

a) na

0) HET

OTger:

Cneuuaﬂbnaﬂ yacmo

3ananueb.

Jlan cnucok yrBep:kaeHuii. OueHuTe, siBJsieTcs JIU BEPHBIM Ka:K10e U3 HUX

Yr1Bepxaenune 1.«YcToH4MBOCTb NAPOJISL XapaKTEPUYETCSI BpEMEHEM, KOTOPOE HYKHO OyJeT
3aTPATUTh 3JI0YMBIIUIEHHUKY, YTOOBI TEM WJIM MHBIM CIIOCOOOM 110100paTh €ro»

Yr1Bepxnenune 2.«TalillcKBOTTUHT — CUTYyallUsl, B KOTOPOM OJIMH YE€JIOBEK WM IporpaMma YCIEIIHO
MacKUpyeTcs MoJ, APYryro NyTéM ¢aibCuUKaUK JaHHBIX U 103BOJIAET MOJYYUTh HE3aKOHHbIE
[IPEUMYIIIECTBA

YrBepxaenne 3.«OneKTpOHHO-IIM(POBas NOAIKMCH — ITO 3aIU(PPOBAHHBIN AIrOPUTMAMHU
mmdpoBanus ¢aiis, KOTOPBIKA OTHPABISAETCS BMECTE C IOKYMEHTOM M ITOATBEPIKAAET €T
LIEJIOCTHOCTh ¥ KOH(UACHIIUAIEHOCTD»

YTBepxnenue 4.«B anroputMax CHMMETPUYHOTO MU(POBAHUS UCIIOJIB3YETCS OMH KIIIOY JUIs
3aIM(PPOBKHU U PACHIM(PPOBKI»

Yr1Bepxaenue 5.«AES — 310 aroputM acCCHMETPUIHOTO TIH(PPOBAHUS

KomnuectBo 0asutoB 3a 3aganue — 4

OTtBeT:

Samanue 7.

YkakuTe KaKkue BO3MOKHOCTH JIaeT YJIEKTPOHHAasi Hu(poBasi MOANUCH?
1. YcranoBneHue nuia, OTOIPABUBIIETO JOKYMEHT

2. [onTBepkIeHUEe YHUKATLHOCTUA JOKYMEHTA

3. I[IpoBepKy 1IEIOCTHOCTH TOKYMEHTOB

4. KonpuaeHmaaIbHOCTh TOKYMEHTOB

KomnuectBo OaJUIOB 3a 3amanue — 3

OTtBeT:

3anadue 8.

Kaxkoii u3 napoJieii, npuBeeHHbIX HHKe, SBJISETCH CAMBIM 3aIIUIIEHHBIM OT aTaK (CHJIbHBIM
napoJsem)?

1. 321ytrewq

2. Very_$implePa$$wOrd

3. pa$$word

4. UnBrEaKaBIEpAsSwOrD



KonuuectBo 0asmoB 3a 3amanne— 1

OTtBeT:

3ananue 9.

Ykakure, Kakas U3 M0CJIe10BATEJIbHOCTEH MOKET SIBJISITHLCA 3aKOAMPOBAHHOM CTPOKOM B
dpopmarte Base64 (Standard RFC 4648)? Aundasut koqupoBanusiBase64 (Standard RFC 4648)
COIEP KHUT JIATHHCKHE CUMBOJIbI, U(PBI 1 CUMBOJIBI cypPukcea (+, -, =)?

1. GDdreS$S=

2. dgVCNBhgYIKG-Hghjsh==
3. CVBWYHJSHH&88==

4. YhjgmnbeiMsHGFHjhjg==
5. IKjiBNAVD675678<MBjk,n
6. IKJvxJGljhvevm)=

KonuuectBo 0amioB 3a 3amanne— 1

OtBeT:

3ananue 10.

Eciu 3/10yMBIIINIEHHUK CMOKeT H3MEHUTDh YaCTh JJMYHOIO /1e/1a COTPYIHUKA KOMIIAHUM, TO
KAKO# U3 NPUHUIMIIOB HHGOPMALMOHHOI 6e30nacHOCTH OyaeT HapyuieH?

1. KonduaeHmaibHOCTH
2. llenocTHOCTH

3. locTynHOCTH

4. HeotkazyemocT

5. Penryranun

KomnnyectBo OajutoB 3a 3aganne— 1

OTtBeT:

Samanue 11.

Yro Takoe andaBuT ¢ TOUYKH 3peHust Kpunrorpagum?

1. ConocraBnenne KoJja CHMBOJIA B PA3TUYHBIX CUCTEMaX CYHCIEHUS C €TO
M300pakKeHUEM

2.COBOKYITHOCTb Pa3IMYHbIX TaOIUI] KOAUPOBAHUS

3. ®opma MIUCHMEHHOCTH, OCHOBAHHAs Ha CTaHIapPTHOM HaOOpe 3HAKOB
4.KoHeuyHOE MHOKECTBO HCIIOIB3yEMbIX ISl KOTUPOBaHUS WH(POPMAIIUN 3HAKOB

KonnuectBo 0asuioB 3a 3aganue — 1

OTtBeT:




3ananue 12.

YkaxuTe, BEPHO JIH cJIeayolee yrBep:KaeHue?

Kpunroananu3 usydaer crnocoObl 3amuThl HH()OpPMAIMM, OCHOBAaHHbBIE Ha IOMBITKE
CKPBITh OT MIPOTUBHUKA caM (aKT HATMYHUS UHTEPECYIOIel ero nHpopMaIiu.

KonmuectBo 0ayuioB 3a 3amanue — 1

OTtBeT:

3amanue 13.

YcTraHoBUTE COOTBETCTBHE MEXKIY MapaMeTpaMu URL ajipeca 1 IpuMepamMu:

1. IIpotokoun A. :80

2. JlomeHHOE UMSs B./school/resources
3. [opr B.http://

4. IlyTs o pecypca I'.?7a=b&c=d

5. 3ampoc . www.vsosh.ru

KomunuectBo 0asmioB 3a 3amanne—4

OTtBeT:

3amanue 14.

Yxkaxure, Ha KakoM u3 ypoBHeil Mmoaean OSI npoBoaurcsa araka moamena MAC-
ajapecoB?

. [IpuknagHom

. [IpencraBnenus

. CeancoBom

. TpancnopTHOM

. CereBOM

. Kananbaom

. du3nyecKkom

. ATaka BO3MOHa Ha KaXJOM U3 CEMHU YPOBHEMN

03N 01k~ Wi~

KomnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:




3amanue 15.

YkaxuTe, BEPHO JIH cJIeaylolee yTBep:KaeHue?

[TponycTuB Kakyr0-1n60 HHOOPMALIHIO Yepe3 XAMI-(DYHKIIHIO, BBl HE CMOKETE TOTYIHUTh
MCXOJ/IHOE 3HaYCHUE MH(DOpMAINK, 3HAsl 3HAYCHUE XOIIIA.

KomnmuectBo 0ayuioB 3a 3amanue — 1

OTtBerT:

3ananue 16.

Ykaxurte, 4To HE MoxkeT ABASTHCA aapecoM caiita?

1. ghnbrjdbt.info
2.206.188.192.188:80
3.355.11.32.111
4. ru.shoppyshop.com

KomnnyectBo OaiutoB 3a 3amanne — 1

OtBerT:

3ananue 17.

JlonosiHUTe cieqylollee yTBep:KaeHHne, BLIOpaB NpaBU/IbHbII BADHAHT OTBETa
KomnbrorepHbie BUPYChbl, KOTOPbIe NPAYYTCcS B 0€300MIHBIX IPOrpaMMax U HeONAaCHbI, MOKa
N0JIb30BaTe/]b UX He 3aIlyCTHT HA3bIBAKOTCA. ..

1. ... pyTKUTHI
2. ...4epBH

3. ...TpOSIHBI

4. ...5KCIJIOUTHI

KomnuectBo 0asuioB 3a 3amanue — 1

OTtBeT:




3ananue 18.

BbI nosryYynsin nucbMO Ha Ballly MOYTY €O CJIeIYIOIIHM COIep:KaHUEM:
30pascmeytime, Ilasen
Kpeoumuwiit omoen BTH 24 (IIAO). Yeeoomnsiem Bac o mom, umo na Bawe ums

20.09.2022 6vin ogpopmaen nompedumenbckuii Kpeoum uepe3 Haul OHAAUH OAHKUHE HA
cymmy 680 000 pyoneil.

Ha oannoiii momenm 3adonscesnocms He nocautena. Ha 01.12.2023 Baw 0Oone
cocmasnsiem663 773 pyoneti ¢ yuemom nenu (0.7% 6 cymxu,).

B cea3u ¢ smum na Bawe uma BTE 24 (IIAO) 6vin cocmaénen cyOeOHblU UCK.
O3naxomumuvcs ¢ OoKymenmamu Boi modiceme no ccolixe, NPUKPENiIeHHOU K RUCbMY.

B cnyuae Baweii nessxku na 3acedanue cyoa mvl 0yO0em BbIHYICOEHbl NOCMABUND
Bawezo pabomoodamens 6 uzgecmnocms 0 8bllUEYKA3ZAHHBIX PaKMax.

C yeaoscenuem, BT 24 (I140)
Onuuure BalIM AeiCTBUA.
KomnuectBo OaiutoB 3a 3amanne — 4

OTtBeT:




3apanue 19.

JlaHo 3aK01MPOBAHHOE COO0LIEHHE B IIECTHAAUATEPUIHOH cucTeme cunciaenns. [loan3ysace
Taldauuei, packoaupyiiTe coo0leHne U 3aNIMIINTE NOJYYeHHYI0 (ppa3yB KauecTBe OTBETa.

3akoaupoBaHHOEe coolmieHue: 45787472656D6573206D656574

' Tﬂ O B 0 0o o8 .

w

a 1 2 a 7 8 g 10 11 12 13 12 15
| | ne | ac | a0 | ne e | | oA | A | o | AL | | | ne

NUL | SOH | STX |ETX | EOT |ENQ |ACK ([BEL | BS | HT | LF | VT | FF | CR | SO | SI

NULL START OF [START OF [END OF END OF ENQUIRY |ACKNOWL - |BELL BACKSP, |CHARACT. |LINE LINE FORN CARRIAGE | SHIFT SHIFT
HEADING | TEXT TEXT TRANSN, EDGE TAH TION | FEED TAS'TIOM |FEED RETURN  JOUT N
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
np " AR aS AT Ay AV w Y AY nz AL A\ | AN (=
DLE |DC1|DC2 |DC3 |DC4 [ NAK |SYN |[ETB|CAN| EM (SUB|ESC| FS | GS | RS | US
OATALINK |DEVICE DEVICE DEVICE |DEVICE MEG ACK. |SYNCHA. |EMD OF CANCEL END QOF SUBS .- ESCAPE INFO, INFO, INFO. INFO.
ESCAPE CONTROLY |CONTROL2 [CONTROLS | CONTROL 4 | NOWLEDGE | IDLE TRANS . MEDTUM TITUTE SEF. 4 SEP. 3 SEF, 2 SEP. 3
d 32 33 34 35 36 37 38 39 40 41 42 43 a4 45 46 a7
excl Quot nus dollnr perent nnp RHON 1par rpar a8t plus cornn perloy ol
V" #|$|%|&|" |, -],/
. 0 ’ .
SPACE EXCLAM, |QuOT. NumBER DOLLAR PERCENT [AMPER. APOS LEFY RIGHT ASTERISK | PLUS COMMA HYPHEN. [FULL sOLious
WARK NARK SIGN SIGN SIGN SAND TROPHE PAREN , PAREN , SIGN MINUS S5TOP
48 49 56 51 82 53 54 55 56 87 58 59 68 61 62 63
colon soni it equals at quest
. L —
©(1(2|3(4(5|6|7(8|9|:|;[<|=|>|7
({8 DIGIY DIGIY DIGIY DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT cOLoN SEMI - LS, -THAN | EQUALS GR, - THAN |QUEST -
ZERD ONE WO THREE FOUR FIVE SIx SEVEN EIGHT WINE COLON S16N SIGN SIGN 10N MARK
64 65 66 67 68 69 70 71 72 73 74 5 76 77 78 79
commat
COMM ' TAL
AT
80 81 82 83 24 85 86 87 88 89 98 91 92 23 94 95
1sgb bsol rsgh hat Lowbar

PIQIR|S|T|U|V|WIX|Y|Z|I[|\]|]|A

LEFT 5Q. |REVERSE |RT. SQR. [CIRCUM X |LOW LINE
BRACKET |SOLIDUS |BRACKET |ACCENT

ﬂ 96 97 o8 99 180 191 102 183 164 105 166 107 108 189 118 111
grave
) b d f hii|jlk|1l
GRAVE
ACCENT
7 112 113 114 115 116 117 118 119 128 121 122 123 124 125 126 127
AP

plglr|s|tiu{viw(X|y|z|{]|]|]|]}]|~[e=

L. CURLY |VERTICAL [R, CLRLY |TILDE DELETE
BRACKET |LINE BRACKET

KomnnuectBo 0asuioB 3a 3amanue — 8

OrtBer:




3ananue 20.

IlepenBamucoodenue, 3ammdpposannoemnppomBuikenepa. [Ipu mmdpoBanun 6pL1a
ucnoab3oBana kupummua (33 6ykssi). lllndgpoBanue npou3BoanI0CH NPHU MOMOIIH OHOTO U3
kiaoueil. [loab3ysich TadJuiel, onpeneaure K04 mu@poBanus U pacmupyire coodleHue:

3ammdpoBaHHOE COOOIICHUE:!
Jieed SalITIoMT OIMITBC
Bo3moxHbIE KITH0YH:

1. B3nom

2. 3ammTa

3. Uadopmanus
4. be3omacHOCTh

bykBa ITopsimox bykBa Ilopsimox bykBa IMopsimok bykBa IMopsigok

a 1 H 10 c 19 b 28
0 2 i 11 T 20 bl 29
B 3 K 12 y 21 b 30
r 4 Ja 13 (i) 22 ) 31
i | 5 M 14 X 23 10 32
e 6 H 15 10 24 ' 33
€ 7 0 16 q 25

K 8 n 17 I 26

3 9 p 18 11 27

KonnuectBo 0ayu1oB 3a 3amanve— 8

OTtBeT:

3ananue 21.

Xouy mjiakarb

WannaCry — BpeaoHocHasi mporpaMma, nopakapmasi KOMnbOTepbl M0/ ypaBjieHHEeM
onepanuonHoii cucrembl Microsoft Windows. Ilociie 3apasennsi KOMNbIOTEpa NPOrpaMMHbIH
KoJ mmdpyer XpaHALIMeCcs HA KOMIbIOTepe (Gailyibl U MpeaIaraeT 3aljIaTuTh JAeHeKHbII
BBIKYIl B KPHIITOBAJIIOTE 32 MX PaclIM(poOBKY. B ci1yyae HeylIaThl BLIKYIIA B Te4eHHe 7 HEH ¢
MOMEHTA 3apaKeHHsl BO3MOKHOCTh paciinGpoBKku ¢ailjioB TepseTcs HaBceraa.

12 mas 2017 B opunuaabHom 0s10re Microsoft mosiBHIaCh TEXHHYECKAsl CTAThS €
KOMMEHTAPHSMH OTHOCHTEJbHO nporpaMmbl WannaCry:

«... MbI 00HAPYKIWJIN HOBYIO IPOrpaMMy, KOTOpasi pacipoCTPAHSAETCS 110 CeTH, UCIOJIb3YH
paHee ycTpaHéHHbIe yA3BUMOCTH. CucTeMa aHTUBUPYCHOM TeseMeTpun Microsoft cpa3sy :xe
o0Hapy:KkuJa npu3Hak ataku. Hamm 3KcnepTHble CHCTEMBbI MO3BOJHIN PACIO3HATH U
omnpeneJMTh KOHTEKCT ITOM HOBOM aTakM B mpouecce ee pa3puTus. biaaroxaps ucnoJib30BaHUI0
ABTOMATU3HPOBAHHOI0 AHAJIN33a, MAIIIMHHOTO 00y4YeHH S U MPEACKA3aTeILHOI0 MOAeJIMPOBAHUS
MBI CMOIJIM OBICTPO OPraHU30BaATh 3AIIUTY OT 3TOr0 BpeaoHocHoro IO»

Tem He MeHee ObL10 3apa:keHo 0osiee 300 Thic. KOMNIBIOTEPOB.BpenoHOCHAs MporpamMMma



ckaHupyeT quana3oH IP-agpecoB okajabHOI ceTn H ciay4yaiino BbiOpaHHble IP-agpeca ceTn
HNHTEepHET B MOUCKAX KOMIIBIOTEPOB ¢ OTKPLITHIM TCP-mopTom 445. O0HapyKuB TaKo
KOMIIBIOTEP, IPOrpaMMa NpeANPUHUMAeT HeCKOJIbKO MONBITOK MPO3KCIIyaTHPOBATh HA HEM
ysi3BuMocTh EternalBlue - mporpamma s3xcmiiaTupyromasi KOMIbIOTEPHYIO YAI3BUMOCTH B
Windows-peanu3anuu nporokosa SMBv1 u, B ciiy4yae ycnexa, ycTaHABJIUBAIOT BPETOHOCHYIO
nporpammy DoublePulsar, npexnazHadyeHHy10 il CKPBLITOTO YAAJEHHOT0 YIIPABJICHUSA
NMOPaKeHHBbIM KOMIILIOTEPOM, Yepe3 KOTOPBIH 3arpy kaeTcs 1 3a1yCcKaeTcsl HCIOJIHAeMbIi KO/
nporpammbl WannaCry. IIpu kaxnoi nonpITKe 3KCIIyaTAMUA BPEeAOHOCHAS POrpamMMa
NpoBepsieT HAJIMYKE Ha 1ejieBoM KoMnbloTepe DoublePulsar, u B ciiyuae o0HapykeHust
3arpy:Kaercs HelmoCpeJACTBEHHO Yepe3 Hee.

A. BpiOepute BUIbI BpEAOHOCHBIX MPOTPAaMM U MEXaHU3MOB peau3aliy yI3BUMOCTEHN, KOTOpbIE
OBUTH YIIOMSIHYTBI B TIPUBEICHHOM TEKCTE

1. Yepsb 4. DKCIIOUT 7. Bupyc-BbImMorareinb
2. Tpostn 5. Pytkut 8. SQL-unbekuus
3. baknop 6. ®opk-60mba 9. MeXcalTOBBINA CKPUTITHHT
(XSS)
Ortger:

b. B ponu cnennanucra no MHGOpMaMOHHON 0€3011aCHOCTH HA MPEANPUSITHH, OTBETE HA BOIPOC:
rapaHTUPYeT JIM OTKJIIOUEHHE KOPIIOPATUBHOM CeTH OT I100aibHOM HAEKHYIO 3aIUTY OT ITOH
aTaku?

OTtBeT:

B. Kakue mepsl He0OX0IMMO MPEANPUHSTE, UTOOBI HE JOMYCTUTD 3apa)KeHHsI KOMITbIOTEepa
BpesoHOCHOM miporpammort WannaCry?

OTtBeT:

KomnuectBo 0ayutos 3a 3amanne— 10



